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ARCHITECTURE OF PSM-MPUs AND COPROCESSORS 

BACKGROUND OF THE INVENTION 
Field of the Invention 
5 The present invention generally concerns microprocessor and 

coprocessor architectures, and in more particular concerns an 
architecture that enables multiple coprocessors to operate in parallel to 
perform a wide array of data manipulation and processing tasks. 
Background Information 

10 Most microprocessors and microcontrollers comprise architectures 

that enable these components to be implemented in a variety of different 
systems that are designed to be used for a range of applications. 
However, because they are designed to support such diverse 
implementations, the performance of these microprocessors and 

1 5 microcontrollers under application-specific implementations is 

substantially reduced. In particular, it is desired to provide architectures 
that provide a high level of performance when implemented in 
programmable data manipulation systems while enabling support of a 
range of applications. 

20 In attempting to address this problem, various processor 

architectures have been developed, including programmable DSPs 

(Digital Signal Processors). DSPs successfully support a range of digital 

signal processing algorithms, and are well-suited for applications in which 
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digital signals must be rapidly processed. However, these devices are 
poor engines for many communication tasks often encountered in data 
manipulation systems. 

Microprocessors such as the ARM and MIPS provide a general- 

5 purpose processor with the ability to attach coprocessors to perform 

application-specific functions, such as the foregoing communication tasks. 
This is because the general-purpose nature of the processor architecture 
makes it a poor choice for performing these tasks on its own. When 
coprocessors are implemented for such application-specific tasks, the 

1 0 coprocessors typically use the same instruction stream as the 

microprocessor. By utilizing the same instruction stream and data paths 
as the microprocessor, these architectures reduce the data I/O 
capabilities of the microprocessor. In addition, these scheme results in 
underutilization of both the processor and the coprocessor, since one is 

1 5 essentially at idle when the other is performing functions related to a 
particular instruction or set of instructions. 

Tensilica has approached this problem by providing a configurable 
general-purpose microprocessor, whose instructions set can be extended 
to provide for application-specific tasks. While this scheme solves some 

20 of the problems that general-purpose processors suffer from, it doesn't 
solve some of the other problems discussed above. 

In addition, some network processors incorporate microcontrollers 

-2- EL431 687421 US 



042390. P9926 



on the data path that are fine tuned for particular applications, such as 
buffer management, header processing, and prioritization. While these 
devices provide very specific application support, they suffer from the lack 
of ability to easily enhance microcontrollers for other applications. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing aspects and many of the attendant advantages of 
this invention will become more readily appreciated as the same becomes 
better understood by reference to the following detailed description, when 
5 taken in conjunction with the accompanying drawings, wherein: 

FIGURE 1 is a schematic block diagram of a processing machine 
architecture in accordance with the present invention; 

FIGURE 2 is a schematic block diagram illustrating the 
communication signals between the control engine and a coprocessor of 
10 FIGURE 1; 

FIGURE 3 is a schematic diagram of a first exemplary 
implementation of the architecture depicted in FIGURE 1 corresponding to 
a data encryption process; 

FIGURE 4 is a schematic diagram illustrating the data transfer 
15 paths used during the data encryption process; 

FIGURE 5 is a flowchart illustrating the logic used when performing 
the data encryption process; 

FIGURE 6 is a state machine diagram illustrating the processing 
state of the control engine during the data encryption process; 
20 FIGURE 7 is a state machine diagram illustrating the processing 

states of a data encryption coprocessor during the data encryption 
process; 
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FIGURE 8 is a state machine diagram illustrating the processing 
states of a bus interface coprocessor during the data encryption process; 

FIGURE 9 is a timing diagram illustrating the relative timing of the 
states of the control engine data encryption coprocessor, and bus 
5 interface coprocessor during the data encryption process; 

FIGURE 10 is a schematic block diagram of a second exemplary 
implementation of the architecture of FIGURE 1, further adding and ATM 
(Asynchronous Transfer Mode) transfer interface coprocessor and an AAL 
(ATM Adaptation Layer) coprocessor to the implementation of FIGURE 3; 
10 FIGURE 1 1 is a schematic block diagram illustrating the data 

transfer paths used to perform ATM data transfers; 

FIGURE 12 is a flowchart illustrating the logic used when 
processing data to be transferred externally via the ATM transfer interface 
coprocessor; 

15 FIGURE 13 is a state machine diagram illustrating the processing 

states of the ATM transfer interface coprocessor during a data transfer 
operation; 

FIGURE 14 is a state machine diagram illustrating the processing 
states of the AAL coprocessor during the data transfer operation; and 
20 FIGURE 15 is a state machine diagram illustrating the processing 

states of the control engine during the data transfer operation. 
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DETAILED DESCRIPTION 

The present invention comprises a novel architecture that 
addresses many of the deficiencies in the prior art discussed above. The 
architecture includes a core control engine, such as microcontroller, that is 
5 optimized for managing the control flow of a data manipulation algorithm. 
The architecture additionally includes one or more task-specific 
coprocessors. Parallel instruction flows are issued from an instruction 
queue and are split into multiple portions, with appropriate portions being 
received by the control engine and each of the coprocessors, whereby 

10 both the control engine and the coprocessors may perform tasks during 
the same cycle. Depending on the particulars at the data manipulation 
tasks, multiple coprocessors may be implemented and operated in parallel 
to enhance performance. 

Preferably, each coprocessor is selected to perform specific 

1 5 portions of an application task. Accordingly, since many applications 
require common tasks to be performed, such as data I/O and network 
communication, the coprocessors may be employed in a breadth of 
applications. Furthermore, an even wider breadth of application may be 
supported when considering architectures comprising multiple 

20 coprocessors in instances in which only the coprocessors required by that 
particular application are used. 

An exemplary architecture 10 in accordance with the present 

-6- EL431 687421 US 



042390.P9926 



invention is depicted in FIGURE 1. Architecture 10 includes data 
memory 12, a control engine 14, instruction memory 16, and a plurality of 
coprocessors 18. Each of coprocessors 18 is linked in bi-directional 
communications with control engine 14 and data memory 12, and 
5 receives a portion or portions of a split instruction 20 from instruction 
memory 16. Similarly, control engine 14 is linked in bi-directional 
communication with data memory 12, and receives the remaining portion 
of split instruction 20 from instruction memory 16. Typically, control 
engine 14 may comprise a microcontroller or a similar type of processor 

1 0 that is commonly implemented in control tasks. 

A detailed view 22 of the bi-directional communication between a 
coprocessor 18 and control engine 14 is illustrated in FIGURE 2. Control 
engine 14 passes data to coprocessor 18 via a "DATA IN" path, while 
coprocessor 18 passes data to control engine 14 via a "DATA OUT" path. 

1 5 Also, control execution signals are passed from control engine 14 to 

coprocessor 18 via an "EXECUTE CONTROL" path, while control signals 
are passed from a coprocessor to the control engine via a "CONTROL" 
path. In addition to the connections shown in FIGURES 1 and 2, each of 
coprocessors 18 may also have one or more other interfaces (not shown). 

20 As discussed above, instructions from instruction memory 16 are 

split into two or more portions such that each of control engine 14 and 
coprocessors 18 are simultaneously supplied with an instruction portion. 
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The split instructions from instruction memory 16 are issued in response 
to an instruction address 24 passed from control engine 14 to instruction 
memory 16. 

A first exemplary implementation of architecture 10 comprising a 

5 Data Encryption Standard (DES) machine 26 is shown in FIGURE 3. In 
DES machine 26, the coprocessors comprise a bus interface (l/F) 
coprocessor 28, which is used to provide a bi-directional data path with a 
main memory 30, and a DES coprocessor 32, which is used to encrypt 
data through use of a standard encryption algorithm. 

1 0 An exemplary use of DES machine 26 comprising encrypting some 

data stored in main memory 30 is now discussed with reference to the 
logic diagram of FIGURE 4 and transfer paths depicted in FIGURE 5, 
wherein data transfer paths are identified by encircles numbers. As 
indicated by a block 40 and a transfer path "1 ," the process begins with a 

1 5 transfer of data from main memory 30 to bus l/F coprocessor 28. This 
data is then transferred from bus l/F coprocessor 28 to data memory 12, 
as indicated by a block 42 and a transfer path "2." Next, in accord with a 
start loop block 44 and a transfer path "3," data is transferred one word at 
a time from data memory 12 to DES coprocessor 32. Upon receiving 

20 each word, DES coprocessor 32 encrypts the word in accordance with the 
standard encryption algorithm, as provided by a block 46. The encrypted 
word is then transferred from DES coprocessor 48 to data memory 12 via 
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transfer path "3," thereby completing the loop, as indicated by a loop end 
block 48. 

A decision block 50 is provided to determine whether all of the 
words corresponding to the data that was originally transferred have been 

5 encrypted and passed to data memory 12. Once all of the words have 
been passed to data memory 12, the logic proceeds to a block 52, in 
which data comprising all of the encrypted words is transferred from data 
memory 12 to bus l/F coprocessor 28, as indicated by a transfer path "4.". 
The process is completed in a block 54, in which the encrypted data is 

1 0 transferred from bus l/F coprocessor 28 to main memory 30, as indicated 
by a transfer path "5." 

In the foregoing encryption process, each of the various activities of 
bus l/F coprocessor 28 and DES coprocessor 32 is performed in response 
to control signals provided by control engine 14. A state machine diagram 

1 5 illustrating various states of control engine 1 4 during the encryption 
process is shown in FIGURE 6. At the beginning of the process, the 
control engine is in an idle state 60. Control engine 14 then sends an 
execute control signal to bus l/F coprocessor 28 to request transfer of 
data from main memory 30. In response, data begins to be transferred 

20 from main memory 30 to bus l/F coprocessor 28, as depicted by a 

state 62. Upon completion of the transfer of data to bus l/F coprocessor 
28, control engine 14 sends an execute control signal to bus l/F 
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coprocessor 28 to transfer the data from the bus l/F to data memory 12, 
causing data to begin arriving at data memory 12, as indicated by a 
state 64. 

Once the transfer of data between bus l/F coprocessor 28 and data 
5 memory 12 is completed, the state proceeds to a state 64 corresponding 
to the passing of words to DES coprocessor 32 for encryption. In accord 
with a lower loop of the state machine diagram, each word that is passed 
is encrypted by the DES coprocessor, as depicted by a state 66, and the 
encrypted word is passed back to data memory 12, returning control 

1 0 engine 14 to a state 66. After all of the words have been encrypted and 
passed back to data memory 12, control engine 14 is advanced to a 
state 70, corresponding to the encrypted data being passed from data 
memory 1 2 to bus l/F coprocessor 28. The completion of the data 
transfer leads to a state 72 in which the encrypted data is passed to main 

1 5 memory 30. Upon completion of this last data transfer, the process is 
complete, and the state of control engine 14 returns to idle state 60. 

A state machine diagram for DES coprocessor 32 is shown in 
FIGURE 7. The DES coprocessor starts in an initial idle state 74, and is 
advanced to an initial permutation l/F state 76 upon receiving a word from 

20 data memory 12. Next, the state is advanced to an encryption step 

state 78, which comprises processing the word 15 times [Please correct 
this]. Upon the 16 th time through the loop, the state proceeds to an 
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inverse permutation l/F state 80, after which the DES coprocessor 32 
returns to idle state 74. In accord with the foregoing discussion, the DES 
coprocessor may include multiple state copies to do many DES 
operations in parallel or sequentially. Furthermore, the DES coprocessor 

5 may also support a state machine for decryption, which substantially 
comprises the reverse process depicted in FIGURE 7. 

FIGURE 8 shows a state machine diagram for bus l/F coprocessor 
28, wherein the left side of the diagram corresponds to transfers of data 
from main memory 30 to bus l/F coprocessor 28, while the right side of 

1 0 the diagram pertains to transfers of data from bus l/F coprocessor 28 back 
to main memory 30. Initially, bus l/F coprocessor 28 is in an idle state 82. 
To initiate receiving data from main memory 30, a transfer of data from 
main memory 30 is requested via an instruction 20 issued from instruction 
memory 16 based on an address passed to instruction memory 16 from 

15 control engine 14, advancing bus l/F coprocessor 28 to a state 84 in 
which the request is presented to the bus. Next, in a state 86, the word 
read in from main memory 30 is internally stored. During this state, the 
internal data stored can be written and read by control engine 14 over the 
data bus (i.e., transfers "2" and "4") or copied to data memory12 over the 

20 data bus. This process is repeated until all the words have been stored, 
whereupon the storage of the data is complete, and the state returns to 
idle state 82. 
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To initiate transfer of data back to main memory 30, a 
corresponding transfer request is issued, advancing bus l/F coprocessor 
28 to a state 88 in which the request is presented to the bus. In response, 
the state advances to a state 90, whereby words stored internally are 
5 transferred to main memory 30 one word at a time until all of the words 
have been transferred, returning bus l/F coprocessor 28 to idle state 84. 

A timing diagram illustrating the relative timing between the states 
of control engine 14, DES coprocessor 32, and bus l/F coprocessor 28 is 
shown in FIGURE 9. This timing is synchronized through the use of split 

1 0 instructions 20, whereby a portion of each instruction is processed by 
each of control engine 14, DES coprocessor 32, and bus l/F coprocessor 
28. Accordingly, each of these processing components is enabled to 
execute instructions in parallel, thereby enhancing the efficiency of 
machines that implement architectures in accord with architecture 10. 

1 5 Another exemplary implementation of architecture 1 0 comprising a 

DES and ATM (Asynchronous Transfer Mode) transfer machine 100 is 
shown in FIGURE 10. DES and ATM machine 100 performs ATM transfer 
of data in addition to the DES functions provided DES machine 26 
discussed above. Accordingly, the following discussion pertains to the 

20 additional functionality provided by DES and ATM transfer machine 1 00; it 
will be understood that the prior DES functionality discussed above is 
applicable to this machine as well. 
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DES and ATM transfer machine 100 comprises four coprocessors 
in addition to data memory 12, control engine 14, and instruction 
memory 16. These coprocessors include a bus l/F coprocessor 28, a 
DES coprocessor 32, an AAL (ATM Adaptation Layer) coprocessor 102, 
5 and an ATM transfer (TX) l/F coprocessor 104. As before, bus l/F 
coprocessor 28 is linked in bi-directional communication with main 
memory 30. 

With reference to the flowchart of FIGURE 12 and the transfer 
paths depicted in FIGURE 11, an exemplary process that may be 

10 implemented with DES and ATM transfer machine 100 begins in a 

block 1 10 in which a next ATM data cell is transferred from main memory 
30 to bus l/F coprocessor 28. ATM data cells comprise 53 bytes, 
including 5 bytes of header information and 48 bytes of payload data, 
comprising 12 4-byte words. This activity is depicted as a transfer path 

15 "6" in FIGURE 11. 

Next, in a block 1 12, data is transferred from bus l/F processor 28 
to data memory 12 and AAL coprocessor 102 one word at a time, as 
indicated by transfer paths "7" and "8," and the CRC (Cyclic Redundancy 
Check) is calculated by the AAL coprocessor. Preferably, the transfer of 

20 data on transfer paths "7" and "8" are performed simultaneously. This 
process is repeated for each of the 12 words, as provided by a decision 
block 1 14. Upon transfer of all 1 2 words, the first 1 1 words are 

-13- EL431 687421 US 



042390.P9926 



transferred from data memory 12 to ATM TX l/F coprocessor 104 in a 
block 1 16, as indicated by a transfer path 9. As provided by a decision 
block 118, if the present word is not the last word of the buffer, the 1 2 
word is also transferred along path 9 from data memory 12 to ATM TX l/F 
5 in a block 1 20, and the logic loops back to block 1 1 0 to process the next 
ATM cell. However, if the word is the last word in the buffer of words to 
be transferred, the CRC word is transferred from AAL coprocessor 102 to 
ATM TX l/F coprocessor 204 via a transfer path 10 in a block 122, 
completing the process. 

10 FIGURE 1 3 shows a state machine diagram corresponding to ATM 

TX l/F coprocessor 104 during the foregoing process. At the start of the 
process, ATM TX l/F coprocessor 102 is in an idle state 126. As words 
are transferred from data memory 12 to the ATM TX l/F coprocessor, its 
state is advanced to a collecting words state 128. Upon receiving the 12 th 

1 5 word, a state 1 30 corresponding to sending out data words to be 

externally received by an ATM client (as indicated by a transfer path 1 1) is 
activated. After the last word of data is sent out, ATM TX l/F 
coprocessor 104 returns to idle state 126. 

A similar state machine diagram for AAL coprocessor 102 is shown 

20 in FIGURE 14. This coprocessor has two states: an idle state 132 and a 
CRC calculation state 134. As new words are received by AAL 
coprocessor 102, the coprocessor examines the word to see if it is the last 
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word. If it is, the CRC is calculated during state 134. The AAL 
coprocessor's state is at idle when it is not receiving new data. 

The state machine diagram for control engine 14 corresponding to 
the DES and ATM machine embodiment is shown in FIGURE 15. As with 

5 the coprocessors, control engine 14 begins each process in an idle 
state 136. After requesting tranfer of 12 words of data from main 
memory 30 to bus l/F coprocessor 28, The control engine proceeds to a 
state 138 during which data is received by bus l/F coprocessor 28. Upon 
arrival of all of the requested data, the data is simultaneously transferred 

1 0 from bus l/F coprocessor 28 to each of data memory 1 2 and AAL 

coprocessor 102, as provided by a state 140. This state is maintained 
during transfer of the first 1 1 words, whereupon the state is advanced to a 
state 142 in response to transfer of the 12 th word. In state 142, data is 
moved to ATM TX l/F coprocessor 104 from data memory 12. This 

15 transfer is continued until the first 1 1 words have been transferred. If the 
current ATM cell is not the last cell in the data block, the state is advanced 
to a state 144 in which the 12 th word is moved from data memory 12 to 
ATM TX l/F coprocessor 104, and a request for transfer of the next 12 
words is made, returning the state to state 138. If the current ATM cell is 

20 the last cell in the data block, the state advances to a state 146 in which 
the CRC is moved from AAL coprocessor 102 to ATM TX l/F 
coprocessor 104, after which the state returns to idle state 136. 
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The above description of illustrated embodiments of the invention is 
not intended to be exhaustive or to limit the invention to the precise forms 
disclosed. While specific embodiments of, and examples for, the 
invention are described herein for illustrative purposes, various equivalent 
modifications are possible within the scope of the invention, as those 
skilled in the relevant art will recognize. Accordingly, it is not intended that 
the scope of the invention in any way be limited by the above description, 
but instead be determined entirely by reference to the claims that follow. 
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